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ABSTRACT 
Since its creation in the late sixties, the Internet has gradually developed into its 
current form, only made possible by the development of information and multi-media 
technology. However, it was not until the charter of Internet Society and the release 
of the World Wide Web (WWW) in 1992 when the Internet was able to achieve the 
“ quantum leap “ to manifest its great potential to the business community around the 
world. Since then, the development in the global information infrastructure has further 
enhanced the potentials of the Internet in commercial application. In view of these 
potentials and the expected significant impacts on the world economy, most developed 
countries have engaged in studies and development effort to ensure full exploitation of 
the Internet. This paper will examine the development of electronic commerce based 
on the Internet and examine a number of technical issues that are considered critical for 
the success of electronic commerce. It will also identify the implications of such 
development to Hong Kong and the actions that the Hong Kong Government should 
take to lead the economy into the information age with electronic commerce as the 
norm to do business. 
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Information technology nowadays enables the production of stunning graphics, 
such as those we have seen in the movies, Star Treck, and The Lost World. It also 
provides impressive digitised sound systems like The Best ofEagles, the album by the 
Rock band, The Eagles, of the eighties. Yet, the most amazing technologies are really 
those available to the common households and businesses. Networking technology is 
racing towards the future in instant global communication. For large and small 
businesses alike, information and networking technology is quickly becoming an 
absolute necessity [Rawn 1994]. Computers have long become the essential office 
equipment of the working population without which many people will fmd themselves 
much less productive and inefficiently. By the early nineties, Local Area Networks 
(LANs) of computers became a much-demanded utility as businesses tried to connect 
the various departments of their organisation together. This situation has progressed 
so much that networking is now on a much larger scale, covering the whole world. 
Importance of global networking is increasing because some businesses have 
discovered that their area of service naturally extends to a global scale and wish to 
contact a whole new base clients. Others have found peer organisations and people 
involved in similar work to share and communicate new ideas for various aspects of 
their businesses. Still others have found a whole new way of advertising the services 
or products of their companies [Ellsworth 1995]. Global networks such as the Internet 
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have also become a cost-effective and quicker way to transfer important documents to 
remote offices than courier services or even fax. The Internet also created a potential 
market place where businesses can be transacted. All these new discoveries, together 
with the development of the information and networking technology at an exponential 
growth rate, have helped open the doorway to electronic commerce, a previously 
unimaginable way of conducting businesses. 
The Definition ofElectronic Commerce [Singh 1998] 
Electronic commerce is defined at three different levels. At the broadest level, 
electronic commerce is seen as e-business and is defined so as to encompass business 
activities and processes that use computer and telecommunications networks. At this 
level, electronic commerce encompasses all online business services and activities. So 
promoting electronic commerce is a way of promoting online business services. 
The narrower definition of electronic commerce includes only Internet and 
Electronic Data Interchange (EDI) enabled commerce. This definition separates the 
use of the more recent business communication channels like the Internet and EDI 
from traditional electronic channels such as the telephone and the facsimile which are 
now nearly universally used in businesses in the developed countries. 
The third level of definition sees electronic commerce as Internet commerce. It 
is at this level that electronic commerce provides global access to customers on open 
networks, thus revolutionising the way businesses communicate with customers. It is 
also at this level that important policy issues arise, dealing with consumer trust and 
protection. 
The different levels of the definition of electronic commerce are depicted in 
figure 1.1 
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Figure 1.1 Defining Electronic Commerce 
The Scope of Electronic Commerce 
The scope of electronic commerce covers a wide area including the use of any 
electronic communication as the medium through which goods and services of 
economic value are designed, produced, advertised, catalogued and inventoried, 
purchased and accounts settled [GIIC 1996]. Geographic location, abundance of 
capital or the ownership of retail outlets is irrelevant to this type of transaction. 
Private and public enterprises, companies, entrepreneurs, public institutions and 
government organisations, all types of social organisations and corporations will be 
able to freely participate in economic activities over most, if not all, sectors. Electronic 
commerce will allow products and services to be marketed worldwide, while providing 
a wide array of options to the consumer. In summary, electronic commerce includes 
Web based advertising, distribution, marketing and customer service. It also covers 
GroupWare, e-mail, electronic collaboration and transaction processing. 
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The Benefits of Electronic Commerce 
Electronic commerce is an innovative force that will liberate industries and 
people from the limitations placed by physical elements, time and space on traditional 
economic activities. Speaking from the seller ‘ s or supply side of this global network, 
no longer will the providers of goods and services have to maintain retail outlets and 
warehouses, nor will they have to incur the high costs of producing hardcopy 
catalogues and documents. Companies and products no longer need be advertised 
over many different types of media. The seller can accomplish all the functions of 
commercial activity at once: offering products, negotiating terms of sale, completing 
the sale, and directing delivery of the products. Products can be customised instantly, 
records developed on buyer's preferences, and inventories managed for future demand. 
Costs can be reduced, leading to an improved financial position. Electronic commerce 
will enable small and medium organisations, entrepreneurs, and governments to use 
limited resources more efficiently and focus on those activities that are truly beneficial 
to the customers and users. Producers of intellectual property such as musicians, 
writers and artists, will be able to publicise their works throughout the world, and sell 
their products while interacting over the network. 
Seen from the buyer's or demand side of the equation, consumers need not 
search through large volumes of hardcopy information when seeking a business 
partner, goods or services. They can also reduce the frequency of business trips. 
Business partners can jointly develop and manufacture products using electronic 
communication. Companies will become more responsive to changes in the market, 
and stay one step ahead in grasping future changes. Governments will become more 
efficient in utilising their workforce and allotted budget which will improve their 
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services. Consumers wiU be able to shop from home, and avoid congested commercial 
areas. Better-informed consumers will have immediate and global access to 
information about products and services, thus reducing the costs of advertising and 
catalogues. The consumer's voice can be directly conveyed to the manufacturers and 
service providers. 
In these ways, electronic commerce will stimulate economic activity for both 
the buyers and sellers, from both the supply and demand side of a potentially vast and 
reinvigorated market. Electronic commerce is an innovative approach to ensuring 
sustainable economic growth and promoting industrial development commensurate 
with each country's economic condition and pace of growth. Electronic commerce will 
contribute to facilitating global peace because the abundant opportunities for 
communication will promote mutual understanding. Electronic commerce will also 
contribute to the conservation of the global environment because it will facilitate less 
use of natural resources, and will rationalise transportation. 
Having recognised the potential benefits that electronic commerce is able to 
ofFer, the problems are as to how it can be realised. Firstly, it is necessary to have an 
etTicient and cost effective operating environment. With tens of millions of users 
already, the Internet is experiencing an alarming rate of growth still. This world wide 
computer network with large number of users already would therefore be the ideal 
operating environment but how this massive network has come into existence is still 
little known by many users. The next chapter will examine the history of the Internet. 
The Internet as an operating environment is only one aspect of the problems 
associated with the ultimate realisation of electronic commerce. There are still many 
critical problems of communication technology, business models and policies which 
have to be resolved in order to provide the foundation for future electronic commerce 
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to be truly global and universally used. In chapter 3, a number of these critical issues 
are examined. 
Having studied the critical issues identified, the paper turns to the future of 
electronic commerce and the actions various governments of the world have taken so 
far in order to secure the ultimate realisation of electronic commerce. It will highlight 
the importance of concerted effort because the issues are all one concerning the global 
economy. 
Whilst most developed countries around the world have waken up to the 
importance of electronic commerce and dedicated resources to the realisation of 
electronic commerce, the Hong Kong Government will have to act accordingly so that 
the Special Administrative Region (SAR) can remain competitive. In chapter 5, the 
implications of the current development of electronic commerce to Hong Kong will be 
studied and recommendations of actions made to the government to keep pace with 
the advancement of the world on electronic commerce. 
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CHAPTER n 
ELECTRONIC COMMERCE AND THE EVTERNET 
In order to realise electronic commerce, an open electronic data interchange 
(EDI) between organisations must be established. Whilst businesses have been using 
forms of electronic commerce ever since EDI began over 30 years ago, it was not until 
1994 when remote purchases accounted for 13 percent of total global purchases. This 
is due to the lack of advanced information and networking technology. However, for 
the creation of the Internet and other ordinary networks, both are now supported by 
advanced telecommunication technology, electronic commerce is ready to take off. 
Some surveys predict that global transactions made through the wire will increase to 
32 percent by the year 2005. Such forecast is based on the rapid development of 
information technology, and the growth in the popularisation of the Internet. 
The Development of the Internet^ 
One of the biggest misconceptions about the Internet is that it was planned. 
The Internet was indirectly created in the sixties by the US government during the 
Cold War when they decided to link computers together using cables. The Advanced 
Research Projects Agency (ARPA) was set up to manage this huge project. The 
outcome was a network called ARPANET. 
1 See appendix 1 for the histoiy of the Internet. 
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The first language for communication amongst the computers in the network 
was Transmission Control ProtocoVInternet Protocol (TCP/BP). This new language 
became very popular during the seventies. With the turn of the decade, the 
government began to invite science organisations and universities to use the network 
for their purposes. Since the early eighties, when the government began to share their 
network technology with the world, there has been growth on a scale that is hard to 
imagine. To put it into better perspective, in the early eighties there were only 213 
registered hosts on the Internet. By 1986, this number had risen to 2,308 hosts. This 
number reached 4.8 million in January 1995 and by two years later, there were over 15 
million registered hosts. 
Growth of Internet Hosts 
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Issues of the Internet and Real is ing Electronic C o m m e r c e 
Therefore, electronic commerce has long existed using EDI since the sixties but 
its development has been slow mainlv clue to the lack of advanced information and 
9 
networking technology available to a large number of users. Now that data can be 
transferred economically at the speed of 56Kbps through satellite and radio 
connections, and tens of millions of households worldwide have already subscribed to 
the Internet, electronic commerce has yet to become a reality. Why? 
In fact, many types of information communication technology, business models 
and policies to provide the foundation for future electronic commerce have been 
proposed. Many practical experiments in electronic commerce are currently being 
conducted. Before electronic commerce can be truly global and universally used, 
however, several critical problems must be resolved, and many government policy 
barriers must be changed. Fundamental issues of information and technology 
standardisation, and reliability must be solved. Issues of legal and regulatory policies, 
and monetary and currency policies must be harmonised on a national and global basis. 
Cultural and human resource and consumer acceptance issues must be faced. A better 
understanding of the more critical issues is necessary for formulating proper solutions 
in order to realise electronic commerce globally. 
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CHAPTERm 
ISSUES OF ELECTRONIC COMMERCE 
Moving from a paper based system of commercial transactions to one where 
electronic transactions predominate raises many number of issues. These issues can be 
grouped into three main categories, namely, standardisation issues, security issues and 
social issues. These issues are considered the barriers to realisation of electronic 
commerce because unless satisfactorily resolved, they act as the deterrent to potential 
users of electronic commerce. All these issues are regarded as critical by the fact that 
most countries and international organisations such as the United Nations, the World 
Trade Organisation, the European Union and the Asia Pacific Economic Co-operation, 
etc. are all working to address them. 
Standardisation Issues 
According to the World Trade Organisation (WTO), commerce on the Internet 
could total US$300 billion by the turn of the century and the number of users could 
grow to 300million worldwide. Many businesses and consumers, however, are still 
wary of conducting extensive business over the Internet. This should not be suprising 
though because of the internationalisation nature of electronic commerce. Electronic 
commerce is by nature a global issue because the underlying infrastructure and legal 
environment supporting the technology and the commercial activities are “ owned ” 
by the various organisations and governments around the world. There is not, and will 
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not be, any one single entity which will acquire the entire set up in order that electronic 
commerce can be realised without some kind of harmonisation. Therefore, standards 
are critical to the long-term commercial success of the Internet as they can allow 
products and services from different vendors to work together. They also encourage 
competition and reduce uncertainty in the global marketplace. Premature 
standardisation, however, can "lock in" outdated technology. Standards also can be 
employed as de facto non-tariff trade barriers, to "lock out" non-indigenous businesses 
from a particular national market. 
Of the various standardisation issues relevant to electronic commerce, the key 
ones that will determine successful realisation of electronic commerce are 
infrastructure and legal standards. The information and technology standards will 
affect the interoperability of the different networks that exist around the world and the 
legal standards will affect the validity of transactions made through the Internet. 
Information and Technology Standards 
Different organisations have their own specific requirements. The design for 
any internal information infrastructure can be as specific as the particular entity desires 
in pursuit of its own objectives. When companies buy and sell in the traditional paper-
based process, information and technology standardisation with external infrastructure 
is never an issue. However, electronic commerce involves doing business through 
remote access; it is about having had the internal information infrastructure connecting 
and operating with external ones. This makes technical standards an important issue 
for consideration. Without interconnectibility and interoperability, the benefits of 
electronic commerce will not be available in a cost-effective and efficient manner. 
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Whilst various protocols such as HyperText Markup Language (HTML), Point-to-
Point Protocol (PPP) and Transmission Control Protocol/Internet Protocol (TCP/ff) 
have been developed, other standards relating to areas such as system and application 
programme interfaces, and other application protocols are still required to accelerate 
the acceptance of electronic commerce. 
In recognition of its importance, many countries have set up different bodies to 
address the standardisation issues. On the technology front, governments are now 
expanding their scope of work from the National Information Infrastructure (NII) to 
the Global Information Infrastructure (GII) in order to accelerate the standardisation 
process on the global basis. GII is significant because it incorporates several large 
communications and information components. First there are the national 
telecommunications infrastructures. Next there are the international cable facilities. 
Then come the international satellite networks providing international 
telecommunications and broadcast services. 
The GII also includes computer equipment, software and services, as well as 
the network standards, protocols and interfaces necessary to interconnect them. In 
addition, one should add applications, information and entertainment content, and 
human capital components of the GII. Therefore, the Internet is only one of the many 
components, a major one perhaps, which make up of the GII 
International Legal Standards 
Resolving the issues on technical standards will have only partly addressed the 
problems on standardisation, however. There still remains the concerns about 
government policy issues. A predictable legal environment, which is acceptable 
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internationally to govern transactions, is as important as the existence of technical 
standards. Since the Internet is being born globally as a marketplace, international 
agreements on a market-proven approach to the Internet will be one of the prerequisite 
for electronic commerce to be globally realised. Hence, there would be a minimum of 
regulation globally. There needs to be tax agreements negotiated so that there is 
uniformity, and government agreements to make the Internet a zone that is free of 
customs duties - a tariff-free zone will be necessary. 
The Internet will be a global medium. By the year 2005，there could be over a 
billion people on the Internet given the currently staggering growth rate, artificial 
barriers put up to prevent those people doing business with each other will be 
detrimental the development of electronic commerce. Therefore, agreements to 
eliminate non-tarifF-trade barriers will need to be in place to allow the flow of 
information by meeting the telecommunication requirements. For this non-tarifF-trade 
barriers to be effective, the flow of information must be free of censorship. On the 
financial front, agreements that there not be tariffs, no undue taxation for electronic 
commerce so that it can operate as economically as possible. In addition, development 
of a uniform commercial code globally so that a digital signature or a contract made 
electronically is valid across national borders or that intellectual property be protected 
across international borders must be promoted. In this aspect, there is a need for some 
affirmative agreements as well as some agreements for governments not to interfere. 
As a summary, international legal standards is important for electronic 
commerce where concerns about enforcement of contracts, liability, intellectual 
property protection, privacy, security, taxation and other matters have caused 
businesses and consumers to be cautious. As use of the Internet expands, many 
companies fear that governments will impose disparate and extensive regulations on 
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electronic commerce. Potential areas of problematic regulation include taxes and 
duties, restrictions on the type of information transmitted, control over standards 
development, and public utility forms of regulation on services offered. These issues 
are in fact obvious to the political community and in recognition of the need to assure 
the international community of their commitments to the realisation of electronic 
commerce, various governments have already embarked on formulating some kind of 
policy framework for global electronic commerce. 
The US government in July 1997 issued her version of a policy framework in 
an attempt to invite other countries to follow the strategy to help accelerate the growth 
of global commerce across the Internet. In such document, the US government 
addresses not only the standardisation but the others issues which will be discussed 
below. The EU is not far from behind, jointed by the WTO, the APEC, the OECD, 
Japan, Australia, Canada and a number of other countries and organisations. The 
emerging digital economy has the potential to be an engine of growth for the world 
economy for the next quarter of a century if the right framework can be put in place to 
allow it to grow and flourish. However, this framework can only be achieved with a 
global partnership of governments and the business community that is required to build 
the digital economy in which the world's commerce can grow and flourish. 
Security Issues 
All other issues will not matter if security issues remains such a major weakness 
that potential users of electronic commerce turn their faces away from it due to lack of 
confidence in transferring information in the GIL Complicated and uneconomical 
methods may have to be tolerated should information and technology standardisation 
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not completely achieved. Given time, however, this issue will be resolved one way or 
the other, especially when economy of scale set in due to a large enough population 
who are prepared to share the costs in order to tap the vast boundaryless market. This 
is possible because the costs can be calculated and profitability can be managed. 
However, computer crimes through exploitation of security weakness existing in the 
system can bankrupt any business. Consumers could suffer from losses which would 
not justify the convenience of shopping in the Internet. Financial institutions would not 
be prepared to accept the risk of having to allow their internal networks exposed. All 
these risks would be considered too high against the potentials available from 
electronic commerce，in particular, where the legal environment is only beginning to 
take shape for the preparation of global transactions through the Internet. 
Since no one individual, company, government agency, region, country, or 
association controls the Internet, no one has authority to dictate policies or actions that 
would promote secure usage of the Internet. By the very nature of the Internet, access 
is relatively easy. This is what has made the Internet so attractive in the last few years. 
"Information is at risk as never before. Although it has become axiomatic that 
information is an organisation ‘ s competitive edge, the nature of information is 
constantly changing. Along with those changes has evolved a need to protect and 
secure information - no matter what form it is in [Cooper 1995]." 
With this threat against security in the Internet, vulnerability to electronic 
attack also exists and stems from the fact that it is a decentralised system spread out 
across millions of computers worldwide. Each of these machines has its own 
passwords and security procedures, or lack of them. In most cases, the Internet is only 
as strong as its weakest link, and intruders who break into one part of the system can 
rapidly gain access to much of the rest of it. Computer servers in a network often 
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grant full access to other internal computers specifying their IP addresses. To breach 
the system, a “cracker "^ impersonates the IP address of one of those specified 
internal computers. An improperly configured “ firewall “ ^ reading the pilfered EP 
addresses, would let the cracker into the system. In a similar method, the cracker 
contacts the target computer, which sometimes sends back a number that is constantly 
being changed. A trusted computer would have to be able to repeat that number in 
order to gain access. CERT logs in three to four serious security breaches each day, 
and the incidents of reported intrusions are increasing at a rate of 50 percent per year. 
Studies show that over 97 percent of computer intrusions go undetected. Over 1.2 
million computer intrusions were reported in 1992. 
Because most of the servers on the Internet are based on open systems 
architectures (such as Unix), and because so many of the services on the Internet allow 
one to send and receive information, the opportunities for unscrupulous individuals to 
wreak havoc on the Internet pose a very real threat. The Internet as we know it would 
not exist without the Unix operating system, but it was initially designed for research 
scientists who were not concerned about threats from outside of their environment. 
The four most widely accepted parameters to be considered for information 
security include authentication, access control, integrity and confidentiality. 
Authentication means establishing proof of identity. Usually this involves one or a 
combination of something you are, something you know, and something you have. 
The routine usually involves an account name and a password. Then what results is a 
bit more transparent to the user and could be a hardware authentication device. 
Internet, by its very open nature, does not usually employ hardware authentication so 
2 A name given to malevolent computer hackers. 
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the user is totally reliant on the user account name and password, both of which are 
easily captured by hackers. Fortunately, new technologies are emerging to "tighten 
up" the casual security most Internet users currently employ which should help solve 
the problems on authentication. 
Access control relates to who or what may have access to some object. The 
most tangible objects can be tape or disk drives. The more intangible could be an 
abstract object such as a directory or a file system or a network service on a remote 
system. Clearly, some form of authentication is needed to protect both types. The 
access control problem should consider three points, namely, authorisation, rights and 
privileges. There is no standard access control scheme on the Internet. Each scheme, 
at the present time, is highly implementation specific and varies greatly from other 
systems, leaving the systems extremely vulnerable. 
Integrity refers to the current condition of some data as compared to their 
original state. When a file travels along the Internet, data can be added, deleted, or 
modified along the way： Trusting in the integrity of the information becomes highly 
compromised. 
Confidentiality refers to keeping information private and unavailable to 
unauthorised users. The vast majority of Internet information is totally open and thus, 
not confidential. The analogy of a postcard - where anyone can read it - applies to any 
message sent over the Internet. As each message passes through a series of protocols 
and networks, each point becomes a potential "reading room." The lack of privacy 
applies to E-mail, data transferred using FTP (File Transfer Protocol), and the WWW. 
There are, unfortunately, no absolute safeguard for security. Technology is 
3 A security measure to stop disaster and chaos spreading from point to point. T the concept comes 
from the brick walls used in the old days to stop fire spreading from one building to another. 
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constantly advancing and the opportunities of successful breaking in to the Internet 
could be enormous and thus worth the effort of electronic criminals. The direction 
along this issue must be one such that the risk is minimised. There has been the saying 
that electronic crime is no more serious than the normal commercial crime; to get an 
extra imprint of the credit card voucher is just as easy. Some consumers are 
themselves so careless that there would not be possible to have absolute protection for 
them; they will innocently give away important personal data to strangers. Whilst this 
is one view, security issues are still important such that reasonable controls are in place 
and such techniques are not particularly complicated. The issues are common 
standards. Depending on the financial backing of a company, there are a wide 
alternatives of security measures which can be deployed. 
One ofthe safest way to establish an organisational domain on the Internet was 
to put up a firewall between the Internet and the internal network to be protected. The 
problem with a firewall approach is that a firewall is designed to let nothing in from the 
Internet while still permitting users behind the firewall to send messages out to the rest 
ofthe world. The next approach to come along was a combination firewall and router 
that allowed selected Internet traffic to pass through. This is also an inferior approach, 
as the router filters data based on the header information in the packets. Sophisticated 
crackers can modify the source location and routing information in the headers, as well 
as aliases and userid's, and bypass most firewalls and routers. 
On crytography, the Internet community has turned to a set of data security 
options that was previously the purview of the intelligence community. The use of 
cryptography, based on encryption, authentication, and digital signatures is fast 
becoming the standard for ensuring Internet security. Encryption is the transformation 
of data into a form unreadable by anyone without a secret decryption key. Its purpose 
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is to ensure privacy by keeping the information hidden from anyone for whom it is not 
intended, even those who can see the encrypted data. In a multi-user setting like the 
Internet, encryption allows secure communications over an unsecured channel. For 
improved security based on a secure cryptosystem, the original message (plaintext) 
must not be recovered from the encryted code (cyphertext), except by using the 
decryption key. 
Authentication in a digital setting is a process whereby the receiver of a digital 
message can be confident of the identity of the sender and/or the integrity of the 
message. Authentication protocols can be based on either conventional secret-key 
cryptosystems or on public-key systems in which the technology called digital 
signatures is used. Digital signatures play a function for digital documents similar to 
that played by hand-written signatures for printed documents. The signature is an 
unforgeable piece of data asserting that a named person wrote or otherwise agreed to 
the document to which the signature is attached. The recipient, as well as a third 
party, can verify both that the document did indeed originate from the person whose 
signature is attached and that the document has not been altered since it was signed. A 
secure digital signature system consists of two parts: a method of signing a document 
such that forgery is impossible, and a method of verifying that a signature was actually 
generated by whomever it represents. Furthermore, secure digital signatures cannot be 
repudiated in that the signer of a document cannot later disown it by claiming it was 
forged. 
Traditional cryptography is based on the sender and receiver of a message 
knowing and using the same secret key. The sender uses the secret key to encrypt the 
message, and the receiver uses the same key to decrypt the message. This method is 
known as secret-key cryptography. The main problem is having trust on a courier, or 
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some other means of communications system to not disclose the secret key being 
communicated. The generation, transmission, and storage of keys is called key 
management. All cryptographic systems must address key management issues. 
The public key approach can solve this problem. In a public key cryptography 
system, each person gets a pair ofkeys, called the public key and the private key. Each 
person's public key is published while the private key is kept secret. This advantage of 
increased security is offset by the speed disadvantage. There are popular secret-key 
encryption methods which are significantly faster than any currently available public-
key encryption method. For encryption, the best solution is to combine public and 
secret-key systems in order to get the security advantages of public-key systems and 
the speed advantages of secret-key systems. The public-key system can be used to 
encrypt a secret-key which is then used to encrypt the bulk of a file or message. 
Capstone is a set of standards for publicly available cryptography under 
development. There are four major components of Capstone, namely, a bulk data 
encryption algorithm, a digital signature algorithm, a key exchange protocol, and a 
hash function. All the parts of Capstone have 80-bit security, meaning all the keys 
involved are 80 bits long. 
The Secure Sockets Layer (SSL) protocol for Internet security being 
developed provides a straightforward method for adding strong security to existing 
applications and network infrastructures. SSL is application protocol-independent and 
provides server authentication, data encryption, and message integrity, which creates a 
secured channel to prevent others from tapping into the network. SSL uses 
authentication and encryption technology requiring a 40-bit key size encryption 
algorithm. A message encrypted with SSL takes a computer capable of executing 64 
million instructions per second (MTPS) a year of dedicated processor time to break the 
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message's encryption. The effort required to break any given exchange ofinformation 
is a formidable deterrent. SSL servers deliver server authentication using signed digital 
certificates issued by third parties known as certificate authorities. A digital certificate 
verifies the connection between a server's public key and the server's identification. 
When using a WWW browser like Netscape or Mosaic, a secure server is 
identified by its URL. If the URL begins with https:// (instead ofhttp:/X the document 
comes from a secure server. Companies are starting to use SSL and WWW browsers 
to allow consumers to use their credit card numbers on a secure WWW form and 
transmit the form over the Internet without the risk of a cracker obtaining the credit 
card information. 
Network systems administrators and end users must take additional precautions 
to prevent security breaches. To protect information, they must maintain physical 
security of their server computers and control access of software passwords. There 
are several simple things that end users can accomplish. One simple method is to 
control physical access to your computer, especially at work. Another simple task is to 
establish and regularly change passwords. To avoid computer viruses, use an anti-
virus software to automatically protect files. Normally, a virus can only become active 
ifone starts (or attempts to start) a computer from a disk infected with a boot virus, or 
ifone runs an infected program. One should also update the vims definitions often and 
scan all software before copying or installing it onto a machine. Schedule scans to 
occur at specific times. In addition, one should make periodic backups of a PC's hard 
drive, purchase and install only legal copies of software, and make write-protected 
backup copies of all software. These basic best practices remain one of the key 
security measures available. 
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To summarise, while it's a good idea to make workstations, servers，and other 
systems as individually secure as possible, this is not sufficient to defend your site from 
attack. Without the ability to protect an entire network at its connection point, the 
defence is only as strong as its weakest link. Securing each and every system is a 
complex and cumbersome job with no guarantee of success because of the variety of 
different operating systems, releases, vendor patches, and administrative domains. 
However, by analysing and defending against threats at a site's point of connection to 
the Internet, one can take advantage of most Internet services while at the same time 
limiting the risk of intrusions. 
For the governments, it is necessary to strike a balanced approach between two 
concerns. From a purely commercial point of view, high-level encryption that can be 
used so that transmissions can be private and secure is desirable, and which will ease 
the conduct of commerce. From a law enforcement point of view, there is a concern 
that high-level encryption could be used by terrorists and drug dealers and other 
criminals to do their business and hamper law enforcement. So the governments will 
also have a role to play in balancing the need of high levels of encryption to be used in 
commerce with the ability to allows law enforcement to have the potential for access in 




The information and technology will only become more advance based on the 
current trend of development. It is generally considered that the world is in the age of 
information which rivals, in term of impact on the societies and cultures, the Industrial 
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Revolution. Whilst it is not possible to predict the exact implications for the future, it 
is for sure the information age will bring about severe social issues. These issues are to 
a certain extent related to both government policy and security. 
The issues ofpornography, privacy, confidentiality and liability are all relevant 
social issues ofwhich some are also relating to security already discussed. To address 
these problems, the techniques used to improve security in the Internet will largely be 
adequate. However, there are other social issues which merit attention in their own 
right. It is the view of many that freedom of access to the Internet should be 
guaranteed by governments since the power of information must not be 
underestimated. It is already obvious that the Industrial Revolution created, broadly 
speaking, a two class society - those who owned capital and those who did not. Such 
disparity brought about social tension resulting in social unrest and political instability 
which finally led to the change of government in a number of nations. Whilst it is 
doubtful if the same situation could arise where the similar two class society was 
created - those who had access to information and those who had not. This view 
could be discounted by many as total paranoid, nevertheless it is an issue which the 
world must not be complacent about. 
Another important social issue is on global allocation of wealth. It is possible 
that the Internet will have one of two possible effects, and it's very important that the 
right one of these two is to be brought about. If the Internet is only available in 
developed countries, then there could be a very bad development where essentially the 
Internet is a force that increased the disparity of incomes in the world. However, ifthe 
Internet comes to developing countries, it can become a force for narrowing the 
income gap in the world. The Internet can be a very positive force for economic and 
social development. The beauty of the Internet is that because satellite and wireless 
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technology will be in place early in the next century, it will be cheaper to bring the 
Internet to poor and rural countries than to bring the telephone right now. It is a 
technology which can make it easier for educational materials, health-care diagnostic 
materials, news, and other information areas to permeate developing countries. 
The Internet can make it easier for companies in developing countries to do 
business globally. With the Internet, however, immediate access to a billion people 
globally as a market can be set up readily. If the Internet can reach the developing 
world, it can be a great force for economic and social development. That is the reason 
various development banks are spending resources to sponsor Internet-related 
projects. Iflocal area networks can be built up in developing countries, they can hook 
up to the Internet through satellite, and that will accelerate the growth process. The 
Internet is now in some 150 countries, and so it is beginning to permeate into 
developing nations. The key is for the Internet to spread out within those countries so 
it's accessible not just in the capital city, but also throughout the country, and for such 
purpose, the satellite wireless technology can help. 
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CHAPTERW 
THE FUTURE OF ELECTRONIC COMMERCE 
Information highway has already become a popular term used by many people 
many ofwhom are confusing it with the Internet. The Internet is not the information 
highway; in fact, it is far from it. “When you hear the phrase information highway, 
rather than seeing a road, imagine a market place or an exchange. Think ofthe hustle 
and bustle of the New York Stock Exchange or a farmers ‘ market or of a bookstore 
fbll of people looking for fascinating stories and information. AJil manner of human 
activity takes place, from billion-dollar deals to flirtations. Many transactions will 
involve money, tendered in digital form rather than currency. Digital information ofall 
kinds, not just as money, will be the new medium of exchange in this market [Gates 
1995].". 
Before people can enjoy all the benefits of electronic commerce, the 
information highway has to exist. Personal computers, multimedia software, high 
bandwidth cable television networks, wired and wireless telephone networks, and the 
Internet are all important precursors of the information highway. Constructing the 
highway will be a bigjob in itselfbut even when the construction ofthe infrastructure 
is completed, various issues must also be resolved before electronic commerce 
becomes a reality. 
The important point is not to be deterred by the complexity of the problems. 
Priorities must be set so that each party can resolve the obstacles in their respective 
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fields of endeavour, using their expertise. To resolve these problems and promote the 
introduction of electronic commerce, an initiative by the public and private sectors is 
strongly required through their alliances and practical testbeds. It is necessary that 
enterprise with its entrepreneurial spirit innovate the market, and maximise its creative 
skills to build the future age of electronic commerce. 
On the other hand, the governments of each country, and internationally, must 
adjust their legal and financial management systems to the information age, as well as 
support efforts for building the required infrastructure and basic research. Excessive 
and inept regulation of the electronic market place must be eliminated in order to 
support the efforts of private enterprise. 
Rapid implementation of electronic commerce will require collaboration among 
the companies and industries which have been vigorously promoting alternative 
technologies for commerce on-line. Exchange of best practices through international 
testbed projects, such as those sponsored by the G7, should be promoted. 
The electronic marketplaces reallyjust began to take ofFanumber ofyears ago. 
There are forecasts that while electronic commerce represents only about US$2 billion 
of company buying on the Internet today, this could grow to US$300 billion of 
business by the turn of the century. A tremendous amount of activity will result as 
companies begin to set up their customer-service functions on the Internet. Retail 
activities on the Internet - the selling of books, flowers, automobiles, and a whole 
range ofother products and services are already established. Also, new businesses that 
are digitally delivering services, like downloading audio recordings or news services 
have already been developed. The whole arena of electronic commerce is only a 
couple of years old but the growth will be exponential. 
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Governments can have a profound effect on the growth of commerce on the 
Internet. By their actions, they can facilitate trade on the Internet or inhibit it. 
Knowing when to act and, at least as important, when not to act will be crucial to the 
development of electronic commerce. Recognising the important role that government 
can play, the Clinton administration already has provided strong support for the 
development of the GII. The next step is to ensure the natural growth of the NII and 
GII as an interconnected global marketplace. For this to occur, it is critical to ensure 
that governments adopt a non-regulatory, market-oriented approach to policy 
development around electronic commerce. There is a clear need to provide a 
transparent and harmonised legal environment in which business and commerce can 
occur. However, official decision makers must respect the unique nature of the 
medium and recognise that widespread competition and increased consumer 
participation in marketplace choices should be the defining features of the new digital 
age. 
As the Internet democratises societies and empowers citizens with information, 
it also is yielding profound changes in the classic economic paradigm of buyer and 
seller. New models of commercial interaction are developing as businesses and 
consumers participate in the electronic marketplace and reap the resultant benefits. 
Nowhere is this more evident than in the global trade in services. World trade 
involving computer software, entertainment products (motion pictures, videos, games, 
sound recordings), information services (databases, on-line newspapers), technical 
information, product licenses, and professional services (businesses and technical 
consulting, accounting, architectural design, legal advice, travel services, etc.) has been 
growing rapidly over the past decade. 
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The GII has the potential to revolutionise commerce in these and other areas by 
accelerating the growth of trade and thereby enriching the lives of people around the 
world. Specifically, the Internet and other computer networks can lower transaction 
costs dramatically, and facilitate new types of commercial transactions and new 
arrangements ofbuyers and sellers that would make commerce easier. 
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CHAPTERV 
IMPLICATIONS TO HONG KONG 
Having recognised the issues associated with electronic commerce, various 
governments have already embarked on projects with a view to resolving them^. In 
July 1997, the Clinton ‘ s Administration issued a document which sets out the US 
Government ‘ s vision of the emerging electronic marketplace and outlines the 
principles that will guide the US Government ‘ s approach. The European Union was 
even earlier in launching a policy paper in April 1997 to encourage the growth of 
electronic commerce in Europe and to provide a policy framework for future actions. 
Meanwhile, the Organisation ofEconomic Co-operation and Development (OECD) is 
working on the need to address law enforcement, revenue and regulatory problems 
arising out of electronic commerce. Other international organisations and countries 
follow similar route in dealing with the issues. 
In order to maintain the success achieved, Hong Kong cannot allow herself to 
be left behind. The Financial Secretary, Mr Donald Tsang, in his speech given at the 
APEC Business Advisory Council Roundtable in April 1998 stated that Hong Kong 
has a long history as a trading community but services sector has grown to account for 
more than 84 percent of the Gross Domestic Product ofthe territory. This shows that 
Hong Kong has reached a high level ofthe value chain. For this reason, it is important 
4 See appendix 2 for a list of international organisations working on electronic commerce 
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that Hong Kong must seize the opportunities that new technologies such as electronic 
commerce present would represent both a natural evolution and a mandatory step if 
the territory is to retain leadership position in the region. However, taking this step is 
by no means easy for the particular business environment Hong Kong has to consider 
before formulating policies on facilitating electronic commerce. Ninety percent of 
Hong Kong businesses are classified as small and medium enterprises (SME). These 
enterprises are those employing less than 100 people in the manufacturing sector or 50 
people in the service sector. These are very small companies; often family owned and 
highly entrepreneurial, and there are a lot of them 一 approximately 300,000. This 
profile is very different from that in US, Europe and even many of the Asian countries. 
A survey by the Chinese Manufacturer's Association of Hong Kong recently 
indicated that 82% of the survey respondents said they used computers in some form in 
their operations. However the average number of employees for those SMEs with 
computers installed was about 27 and the average number of employees for those 
SMEs without computers was about 11. This shows the extent to which it is the 
smallest businesses which are running behind. Unfortunately only about 20% of SMEs 
using computers reported that they had a local area network installed. Also disturbing 
is that only 23% of respondents reported using e-mail as a tool for external 
communications whereas 77% never used e-mail. Clearly the particular business 
profile in Hong Kong presents great challenges in improving on those figures 
dramatically. 
It is often the case that new developments such as electronic commerce put 
governments into a reactive mode. It can take time for bureaucracies to react 
appropriately and even longer to suitably amend, revise and streamline legislation and 
administrative processes to facilitate these new developments. In today's fast paced 
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world of globally mobile capital, Hong Kong must be aware that those governments 
that find themselves too slow to react will concede competitive advantage. Hong 
Kong Government must be pro-active in the attempt to facilitate the transformation of 
Hong Kong into an Information Economy. Whilst the establishment of the Bureau for 
Information Technology and Broadcasting by consolidating the various bureaux 
previously sharing the responsibilities for the three sectors of telecommunications, 
information technology and broadcasting is a right step forward, it is more important 
to formulate concrete policies to guide the development of electronic commerce. The 
Hong Kong Government should follow the foot step of the others by quickly providing 
a policy document to address the various issues and to facilitate the growth of 
electronic commerce. Such policy statement can specifies the framework for the 
development of electronic commerce in Hong Kong and addresses collaboration with 
other countries or international organisations around the world. The framework can 
broadly follow the directions listed below. 
1. The driving force for changes should come from the private sector. 
Whilst the Government should take a proactive role, it should never interfere with the 
market forces. Such traditional practice have been the backbone ofthe success ofthe 
Hong Kong economy and must be maintained. Electronic commerce should develop 
as a market driven arena and not a regulated industry. Where collective action is 
necessary, the Government should only require industry self-regulation. 
2. The Government should not impose undue restrictions on electronic 
commerce. In general, people should be allowed to enter into legitimate transactions 
of goods and services across the Internet with minimal government involvement or 
intervention. The Government should avoid imposing new and unnecessary 
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regulations, bureaucratic procedures or new taxes and tariffs on commercial activities 
that take place via the Internet. 
3. Any involvement of the Government should aim be to support and 
enforce a predictable, minimalist, consistent and simple legal environment for 
commerce. Under such circumstances, the role of the Government should be to ensure 
competition, protect intellectual property and privacy, prevent fraud, foster 
transparency, and facilitate dispute resolution, not to regulate. 
4. The Government should recognise the unique qualities of the Internet. 
The success of the Internet is partly attributed to its decentralised nature and thus the 
current regulatory frameworks developed during the past many years for 
telecommunication, radio and television may not fit the Internet. Existing laws and 
regulations that may hinder electronic commerce should be reviewed and revised or 
eliminated to reflect the needs of the new information era. 
5. The Government should recognise that electronic commerce on the 
Internet is a global issue and must be facilitated as such. The Internet is a global 
marketplace. The Government strive to work with the international community to 
establish consistent legal framework supporting commercial transactions regardless of 
thejurisdiction in which a particular buyer and seller reside. 
With the directions stated above in mind the following recommendations are 
made to the Hong Kong Government. 
1. Hong Kong has always been an economy featured with simple taxation 
system. This must be extended to cover businesses transacted across the Internet. In 
fact, the Internet should remain a tariff-free environment and no new taxes should be 
imposed on Internet commerce. Where international alignment is necessary to impose 
new taxes, they should be applied to achieve consistency across national and 
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subnational jurisdictions and should be simple to understand and administer. The 
Government should work together with the international community to develop a 
uniform, simple approach to the taxation of electronic commerce, contributing by 
sharing the existing experience that Hong Kong has. 
2. Electronic Payment Systems. The commercial and technological 
environment for electronic payments is changing rapidly, making it difficult to develop 
policy that is both timely and appropriate. For these reasons, inflexible and highly 
prescriptive regulations and rules are inappropriate and potentially harmful. In the 
near-term, case-by-case monitoring of electronic payment experiments is preferable to 
regulation. 
3. Uniform Commercial Code for Electronic Commerce. In general, 
parties should be able to do business with each other on the Internet under the terms 
and conditions they agree upon. However, a predictable and widely accepted legal 
principles will greatly enhance certainties of commercial transactions. The 
Government should therefore support the development of an international uniform 
commercial code to facilitate electronic commerce. Such a code should encourage 
governmental recognition of electronic contracts; encourage consistent international 
mles for acceptance of electronic signatures and other authentication procedures; 
promote the development of alternative dispute resolution mechanisms for 
international commercial transactions; set predictable ground rules for exposure to 
liability; and streamline the use of electronic registries. 
4. Commerce on the Internet will often involve the sale and licensing of 
intellectual property. To promote electronic commerce, sellers must know that their 
intellectual property will not be stolen and buyers must know that they are obtaining 
authentic products. Clear and effective copyright, patent, and trademark protection is 
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therefore necessary to protect against piracy and fraud. The Government should study 
and seek public comment on the need to protect database elements that do not qualify 
for copyright protection and, if such protection is needed, how to construct it. The 
Government should also work to provide adequate and effective protection for 
patentable subject mater important to the development of the Global Information 
Infrastructure (GII), and establish standards for determining the validity of patent 
claims. The Government should also participate in resolving conflicts that arise from 
different national treatments of trademarks as they relate to the Internet. It may be 
possible to create a contractually based self-regulatory regime that deals with potential 
conflicts between domain name usage and trademark laws on a global basis. 
5. It is essential to assure personal privacy in the networked environment 
if people are to feel comfortable doing business across this new medium. Data 
gatherers should tell consumers what information they are collecting and how they 
intend to use it. Consumers should have meaningful choice with respect to the use and 
re-use of their personal information. Parents should be able to choose whether or not 
personal information is collected from their children. In addition, redress should be 
available to consumers who are harmed by improper use or disclosure of personal 
information or if decisions are based on inaccurate, outdated, incomplete or irrelevant 
personal information. Whilst the Data Protection Ordinance is already in place to 
safeguard privacy, Government supports should be readily available to private sector 
to enhance privacy protection based on self-regulation. These include mechanisms for 
facilitating awareness and the exercise of choice on-line, private sector adoption of and 
adherence to fair information practices, and dispute resolution. 
6. Security. The GII must be secure and reliable. IfInternet users do not 
believe that their communications and data are safe from interception and modification, 
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they are unlikely to use the Internet on a routine basis for commerce. The 
Government, in partnership with industry, should review the physical information 
infrastructure to promote the development of a market driven public key infrastructure 
that will enable trust in encryption and provide the safeguards that users and society 
will need. 
7. Telecommunications Infrastructure and Information Technology. 
Global electronic commerce depends upon a modern, seamless, global 
telecommunications network and upon the "information appliances" that connect to it. 
The Government should ensure that telecommunications policies are not hindering the 
development of advanced digital networks and work towards maintaining competition 
to enhance customer choices, lower prices, and improved services. 
8. Content. For the Chinese traditionally conservative attitude towards 
obscene materials, the Government should seek public opinion on the need of 
legislation to prevent access to such materials on the Internet. It should also 
encourages the adoption of competitive content rating systems, and the development 
of effective, user-friendly technology tools (e.g. filtering and blocking technologies) to 
empower parents, teachers, and others to block content that is inappropriate for 
children. 
9. Technical Standards. The marketplace should determine technical 
standards and other mechanisms for interoperability on the Internet. Technology is 
moving rapidly and the Government ‘ s attempts to establish technical standards to 
govern the Internet would only risk inhibiting technological innovation. 
10. The Government should continue to co-ordinate its approach to 
electronic commerce. In order to expedite a detailed work plan for the development of 
electronic commerce, the Government should review the need of a task force to 
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implement the strategies determined. Such task force should closely monitor the 
development of events surrounding the issues and develop responsive actions to 
resolve the issues through regular consultation with relevant parties. 
37 
APPENDK 1 
A TIMELINE OF THE DEVELOPMENT OF THE EVTERNET, FROM THE 
EARLY DAYS OF ARPANET TO THE NATIONAL SOENCE 
FOUNDATION ‘ S SUPER BACKBONE OF 1995 
1957 
The USSR launches Sputnik, the first artificial earth satellite. In response, the United 
States forms the Advanced Research Projects Agency (ARPA) within the Department 
ofDefence to establish US lead in science and technology applicable to the military. 
Backbones: None - Hosts: None 
1962 
Rand Paul Baran, of the RAKD Corporation (a government agency), was 
commissioned by the US Air Force to do a study on how it could maintain its 
command and control over its missiles and bombers, after a nuclear attack. This was 
to be a military research network that could survive a nuclear strike, decentralised so 
that if any locations in US were attacked, the military could still have control of 
nuclear arms for a counter-attack. Baran's proposed a packet switched network. 
Backbones: None - Hosts: None 
1968 
ARPA awarded the ARPANET contract to Bolt Beranek and Newman, Inc (BBN). 
BBN had selected a Honeywell minicomputer as the base on which they would build 
the switch. The physical network was constructed in 1969, linking four nodes, namely, 
University of California at Los Angeles, SRI (in Stanford), University of California at 
Santa Barbara, and University ofUtah. The network was wired together via 50 Kbps 
circuits. 
Backbones: 50Kbps ARPANET - Hosts: 4 
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1972 
The first e-mail program was created by Ray Tomlinson ofBBN. ARPA was renamed 
The Defence Advanced Research Projects Agency (DARPA). ARPANET was 
currently using the Network Control Protocol (NCP) to transfer data. This allowed 
communications between hosts running on the same network. 
Backbones: 50Kbps ARPANET - Hosts: 23 
1973 
Development began on the protocol later to be called TCP/EP, it was developed by a 
group headed by Vinton Cerf from Stanford and Bob Kahn from DARPA. This new 
protocol was to allow diverse computer networks to interconnect and communicate 
with each other. 
Backbones: 50Kbps ARPANET - Hosts: 23+ 
1974 
First use of term Internet by Vint Cerf and Bob Kahn in paper on Transmission 
Control Protocol. 
Backbones: 50Kbps ARPANET - Hosts: 23+ 
1976 
Dr Robert M Metcalfe develops Ethernet allowing coaxial cable to move data 
extremely fast. This was a crucial component to the development of LANs. The 
packet satellite project went into practical use. SATNET, Atlantic packet Satellite 
network, was born, linking the United States with Europe. Surprisingly, it used 
commercial Intelsat satellites that were owned by the International 
Telecommunications Satellite Organisation, rather than government satellites. UUCP 
(Unix-to-Unix CoPy) developed at AT&T Bell Labs and distributed with UNIX one 
year later. The Department ofDefence began to experiment with the TCP/IP protocol 
and soon decided to require it for use on ARPANET. 
Backbones: 50Kbps ARPANET, plus satellite and radio connections - Hosts: 111 + 
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1979 
USENET (the decentralised news group network) was created by Steve Bellovin, a 
graduate student at University ofNorth Carolina, and programmers Tom Truscott and 
Jim Ellis. It was based on UUCP. The Creation ofBITNET, by IBM, "Because It ‘ s 
Time Network", introduced the "store and forward" network. It was used for e-mail 
and listservs. 
Backbones: 50Kbps ARPANET, plus satellite and radio connections - Hosts: 111+ 
1981 
National Science Foundation created backbone called CSNET 56 Kbps network for 
institutions without access to ARPA>^T. Vinton Cerf proposed a plan for an inter-
network connection between CSNET and the ARPANET. 
Backbones: 50Kbps ARPANET, 56Kbps CSNET, plus satellite and radio connections 
-Hosts: 213 
1983 
Internet Activities Board (IAB) was created in 1983. On January 1st, every machine 
connected to ARPANET had to use TCP/EP. TCP/ff became the core Internet 
protocol and replaced NCP entirely. The University of Wisconsin created Domain 
Name System (DNS). This allowed packets to be directed to a domain name, which 
would be translated by the server database into the corresponding DP number. This 
made it much easier for people to access other servers, because they no longer had to 
remember numbers. 
Backbones: 50Kbps ARPANET, 56Kbps CSNET, plus satellite and radio connections 
-Hosts: 562 
1984 
The ARPANET was divided into two networks: Mn.NET and ARPANET. MTLNET 
was to serve the needs of the military and ARPANET to support the advanced 
research component, Department of Defence continued to support both networks. 
Upgrade to CSNET was contracted to MCI. New circuits would be T1 lines, 1.5 
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Mbps which is twenty-five times faster than the old 56 Kbps lines. IBM would provide 
advanced routers and Merit would manage the network. New network was to be 
called NSFNET (National Science Foundation Network), and old lines were to remain 
called CSNET. 
Backbones: 50Kbps ARPANET, 56Kbps CSNET, plus satellite and radio connections 
-Hosts: 1,024 
1985 
The National Science Foundation began deploying its new T1 lines, which would be 
finished by 1988. 
Backbones: 50Kbps ARPANET, 56Kbps CSNET, 1.544Mbps (T1) NSFNET, plus 
satellite and radio connections - Hosts: 1,961 
1986 
Internet Engineering Task Force or ffiTF was created to serve as a forum for technical 
co-ordination by contractors for DARPA working on ARPANET, US Defence Data 
Network (DDN), and the Internet core gateway system. 
Backbones: 50Kbps ARPANET, 56Kbps CSNET, 1.544Mbps (T1) NSFNET, plus 
satellite and radio connections - Hosts: 2,308 
1987 
BITNET and CSNET merged to form the Corporation for Research and Educational 
Networking (CREN), another work of the National Science Foundation. 
Backbones: 50Kbps ARPANET, 56Kbps CSNET, 1.544Mbps (T1) NSFNET, plus 
satellite and radio connections - Hosts: 28,174 
1988 
The non-profit making corporation, Advanced Network Systems (ANS) was form by 
Merit and its partners to conduct research into high speed networking. It soon came 
up with the concept of the T3, a 45 Mbps line. NSF quickly adopted the new network 
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and by the end of 1991 all of its sites were connected by this new backbone. 
Backbones: 50Kbps ARPANET, 56Kbps CSNET, 1.544Mbps (T1) NSFNET, plus 
satellite and radio connections - Hosts: 56,000 
1990 
While the T3 lines were being constructed, the Department of Defence disbanded the 
ARPANET and replaced it with the NSFNET backbone. The original 50Kbps lines of 
ARPANET were taken out of service. Tim Berners-Lee and CERN in Geneva 
implements a hypertext system to provide efficient information access to the members 
ofthe international high-energy physics community. 
Backbones: 56Kbps CSNET, 1.544Mbps (T1) NSFNET, plus satellite and radio 
connections - Hosts: 313,000 
1991 
CSNET, which consisted of 56Kbps lines, was discontinued. A key feature ofCREN 
is that its operational costs are fully met through dues paid by its member 
organisations. The NSF established a new network named the National Research and 
Education Network (NREN) with the purpose to conduct high speed networking 
research. 
Backbones: Partial 45Mbps (T3) NSFNET, a few private backbones, plus satellite and 
radio connections - Hosts: 617,000 
1992 
Internet Society is chartered and World Wide Web (WWW) released by CERN. 
NSFNET backbone upgraded to T3 (44.736Mbps). 
Backbones: 45Mbps (T3) NSFNET, private interconnected backbones consisting 
mainly of56Kbps, 1.544Mbps, plus satellite and radio connections - Hosts: 1,136,000 
1993 
InterNIC started to provide specific Internet services which include directory and 
database services (by AT&T), registration services (by Network Solutions Inc), and 
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information services (by General Atomics/CERFnet). The graphical interface to 
WWW called "Mosaic for X" was developed by Marc Andreessen, NCSA and the 
University of Illinois 
Backbones: 45Mbps (T3) NSFNET, private interconnected backbones consisting 
mainly of 56Kbps, 1.544Mbps, and 45Mpbs lines, plus satellite and radio connections -
Hosts: 2,056,000 
1994 
No major changes were made to the physical network. The most significant thing that 
happened was the growth. Many new networks were added to the NSF backbone. 
Hundreds of thousands of new hosts were added to the Internet during this time 
period. Pizza Hut offers pizza ordering on its Web page. First Virtual, the first 
cyberbank, opens. ATM (Asynchronous Transmission Mode, 145Mbps) backbone is 
installed onNSFNET. 
Backbones: 145Mbps (ATM) NSFNET, private interconnected backbones consisting 
mainly of56Kbps, 1.544Mbps, and 45Mpbs lines, plus satellite and radio connections -
Hosts: 3,864,000 
1995 
The National Science Foundation announced that as of April 30, 1995 it would no 
longer allow direct access to the NSF backbone. The National Science Foundation 
contracted with four companies that would be providers of access to the NSF 
backbone (Merit). These companies would then sell connections to groups, 
organisations, and companies. $50 annual fee is imposed on domains, excluding 
“.edu ” and “.gov “ domains which are still funded by the National Science 
Foundation. 
Backbones: 145Mbps (ATM) NSFNET (now private), private interconnected 
backbones consisting mainly of 56Kbps, 1.544Mbps, 45Mpbs, 155Mpbs lines in 
construction, plus satellite and radio connections - Hosts: 6,642,000 
1966 To Date 
Most Internet traffic is carried by backbones of independent ISPs, including MCI, 
43 
AT&T, Sprint, UUnet, BBN planet, ANS, and more. Currently the Internet Society, 
the group that controls the Internet, is trying to figure out new TCP/IP to be able to 
have billions of addresses, rather than the limited system of today. The problem that 
has arisen is that it is not known how both the old and the new addressing systems will 
be able to work at the same time during a transition period. 
Backbones: 145Mbps (ATM) NSFNET (now private), private interconnected 
backbones consisting mainly of 56Kbps, 1.544Mbps, 45Mpbs, and 155Mpbs lines, plus 
satellite and radio connections - Hosts: over 15,000,000, and growing rapidly 
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APPENDK 2 




International Commercial Law (UNCITRAL) 
International Organisation for Standardisation (ISO) 
International Telecommunication Union (ITU) 
Internet Law and Policy Forum 
United Nations Conference on Trade and Development (UNCTAD) 
World Customs Organisation (WCO) 
World Intellectual Property Organisation (WEPO) 
World Trade Organisation (WTO) 
Horizontal 
The Asia Pacific Economic Co-operation (APEC) 
The European Union (EU) 
The Organisation ofEconomic Co-operation and Development (OECD) 
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